



TCP/IP and the DOD Model

The DOD model is a condensed version of the OSI model.  It is comprised of four, instead of seven layers.


DOD Layers:




OSI’s Layers:

-The Process/Application Layer

-Application/Presentation/Session

-The Host-to-Host Layer


-Transport

-The Internet Layer



-Network

-The Network Access Layer


-Data-Link and Physical

The Process/Application Layer Protocols:

-Telnet Allows terminal emulation.  It allows a user on a remote client machine to access the resources of another machine.

FTP (File Transfer Protocol) Allows us to transfer files, it can facilitate this between any two machines.  Operating as a program it’s used to perform file tasks and can accomplish certain types of directory operations.

TFTP (Trivial File Transfer Protocol) Stripped down version of FTP.  Has no directory browsing abilities, it can do nothing but send and receive files.  Sends much smaller blocks of data than FTP and there is no authentication so its insecure.

NFS (Network File System) Specialises in file sharing.  It allows two different types of file systems to interoperate.

SMTP (Simple Mail Transfer Protocol) E-mail using a spooled or queued method of delivery.  SMTP is used to send mail, POP3 is used to receive mail.

SNMP (Simple Network Management Protocol) Collects network information, informing managers of any network errors or events.  When all is well, SNMP receives a baseline – a report delimiting the operational traits of a healthy network.

DNS (Domain Name Server) Resolves host names.  By typing in the IP address DNS will resolve it to a hostname.

BootP (Bootstrap Protocol) Used by a diskless machine to learn the following - It’s own address, The IP address and host name of a server machine.  The boot filename of a file that is to be loaded into memory and executed at boot-up.

DHCP (Dynamic Host Configuration Protocol) Gives IP addresses to hosts.  Also can provide the following information – subnet mask, domain name, default gateway, DNS and WINS information.

The Host-to-Host Layer Protocols:

Main purpose is to shield the upper-layer applications from the complexities of the network.

TCP (Transmission Control Protocol) Takes large blocks of information from an application and breaks them into segments.  It numbers and sequences each segment so that the destinations TCP protocol can put the segments back into the correct order.  After these segments are sent, TCP (on the transmitting host) waits for an acknowledgement of the receiving ends TCP virtual circuit session, retransmitting those that aren’t acknowledged.  Before a transmitting host starts to send segments down the model, the senders TCP protocol contacts the destinations TCP protocol to establish a connection (a virtual circuit).  This type of communication is called connection-oriented.  During this handshake the two TCP layers agree on the amount of information that’s going to be sent before the recipients TCP sends an acknowledgment.  TCP is a full-duplex, connection-oriented, reliable, accurate protocol.  It is very costly in terms of network overhead.

UDP (User Datagram Protocol) Scaled down version of TCP.  UDP doesn’t create a virtual circuit or contact the destination before sending information to it (connectionless protocol).  UDP receives upper-layer blocks of information, instead of data streams as TCP does and breaks them into segments.  Like TCP, each UDP segment is given a number for reassembly into the intended block at the destination.  However UDP does not sequence the segments and does not care in which order the segments arrive.  After that it just sends them off and forgets about them.

Port Numbers TCP and UDP must use port numbers to communicate with the upper layers.  Port numbers keep track of different conversations crossing the network.  Numbers below 1024 are considered well-known port numbers and are defined in RFC 1700.  Numbers 1024 and above are used by the upper layers to set up sessions with other hosts and by TCP to use as source and destination address in the TCP segment.

21 – FTP

23 – Telnet

25 – SMTP

69 – TFTP

161 – SNMP

80 – HTTP

520 – RIP

The Internet Layer Protocols:

There are two main reasons for the Internet layers existence: routing and providing a single network interface to the upper layers.

IP (Internet Protocol) IP receives segments from the Host-to-Host layer and fragments them into datagrams.  IP then reassembles datagrams back into segments on the receiving side.  Each datagram is assigned the IP address of the sender and of the recipient.  Each router that receives a datagram makes routing decisions based upon the packets destination address.  IP looks at each packet’s address, and then using a routing table it will decide where a packet is to be sent to choosing the best path.

ICMP (Internet Control Message Protocol) Works at the network layer and is used by IP for many different services.  ICMP is a management protocol and messaging service provider for IP.

ARP (Address Resolution Protocol) Finds the hardware address of a host from a know IP address.  ARP interrogates the local network by sending out a broadcast asking the machine with the specified IP address to reply with its hardware address.

RARP (Reverse Address Resolution Protocol) When an IP machine happens to be a diskless machine, it has no way of knowing its IP address, but it does know its MAC address.  RARP discovers the identity of the IP address by sending out a packet that includes its MAC address and a request for the IP address assigned to that MAC address.  A RARP server responds with the answer.

