


 

OSI Model

OSI – Open Systems Interconnections

ISO – International Standards Organisation

The aim of the OSI model is to ensure that every computer/terminal connected to a network is able to communicate with any other computer/terminal on either the same network or to any other linked network.
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Physical Layer.

Provides the means for bits to be transmitted and received across a physical comms path.  Defines the electrical and mechanical requirements of the comms system.  Deals with hardware problems e.g. type of cables and connectors to be used, bit rates and signal levels.  Also defines the network topology.

Data-Link Layer.

Provides the transport of bits of data grouped into frames from one point to another across the physical layer.  Protocols at this layer deal with framing of data blocks, synchronisation, and error detection.

LLC – Logical Link Control – Accepts and delivers packets from the network layer above.  Allows more than one network layer protocol to be used.

MAC – Media Access Control – Generates frames appropriate to the particular network interface in use.  Allows for more than one network adaptor to be supported.

Network Layer.

Responsible for routing through an internetwork and network addressing (transporting traffic between devices that are not locally attached).

Transport Layer.

Services here both segment and reassemble data from upper-layer applications and unite it onto the same data stream.  This layer is responsible for providing mechanisms for multiplexing upper-layer application, session establishment and teardown of virtual circuits.  Maintaining flow control ensures data integrity here.  Provides reliable, Connection-oriented (TCP) and unreliable, Connectionless (UDP) methods of transport.

Session Layer.

Sets-up, manages and tears down sessions between presentation layer entities.  Provides dialog control between devices or nodes.  Co-ordinates communication between systems and organises their communication by offering – simplex, half-duplex and full duplex.

Presentation Layer.

Presents data to the application layer.  Essentially a translator and provides coding and conversion functions.  A successful data transfer technique is to adapt the data into a standard format before transmission.  This layer ensures that data from one application layer can be read by the application layer of another host.

Application Layer.

This is where users communicate to the computer.  This layer is responsible for identifying and establishing the availability of the intended communication partner and determining if sufficient resources for the intended communication exist.
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Null-Modem

-A cable with crossover connections such that the output of each DTE is presented to the other at though it were the output of a directly attached DCE.  Used to connect two computers directly with a serial cable – each thinks it is connected directly to a modem.

DTE

-Data terminal equipment – computer or terminal attached to a Modem i.e. Router Interface.

DCE

-Data circuit terminating equipment – A modem.  DCE provides clocking for the DTE interface.

IEEE 802. Specifications.

802.1 – Internetworking

802.2 – LLC

802.3 – CSMA/CD Ethernet

802.4 – Token Bus LAN

802.5 – Token Bus LAN

802.12 – 100 Base VG – AnyLAN

The Cisco Three-Layer Hierarchical Model:

This Model can help you design, implement and maintain a scalable, reliable and cost-effective hierarchical internetwork.

The Core Layer:

At the top of the hierarchy, the core layer is responsible for transporting large amounts of traffic both reliably and quickly.  The only purpose of this layer is to switch traffic as fast as possible.  If there is a failure at the core layer then every single user can be affected.  Fault tolerance is an issue along with speed and latency.

Do’s

-Design the core for high reliability.  Consider data-link technologies that facilitate both speed and redundancy, such as FDDI, Fast Ethernet or ATM.

-Design with speed in mind.

-Select routing protocols with lower convergence times.

Don’ts

-Don’t do anything to slow traffic down.  This includes using access lists, routing between VLAN’s and packet filtering.

-Don’t support workgroup access here.

-Avoid expanding the core when the internetwork grows.  If performance becomes an issue in the core, preference should be given to upgrading rather than expansion.

The Distribution Layer:

Sometimes referred to as the workgroup layer and is the communication point between the access layer and the core.  The primary function is to provide routing, filtering and WAN access and to determine how packets can access the core if needed.  There are several items that generally should be done at this layer:

-Implementation of such tools as access lists, of packet filtering and of queuing.

-Security and network policies, including address translation and firewalls.

-Routing between VLAN’s and other workgroup support functions.

-Definitions of broadcast and multicast domains.

The Access Layer:

This layer controls user and workgroup access to internetwork resources.  Sometimes referred to as the desktop layer.  The network resources most users will require will be available locally.  Listed below are some functions to be included at this level.

-Continued from the distribution layer, access control and policies.

-Creation of separate collision domains.

-Workgroup connectivity into the distribution layer.

-Technologies such as DDR and Ethernet are frequently used at this level.  Static routing protocols are often seen here as well.

